
China's "preventive" security mechanisms are based on identifying individuals who are 
deemed to be prone to crime and implementing the necessary actions concerning them. 
After China's transition to a market economy, China needed "preventive" security 
practices after an increase in social unrest due to reasons such as the loss of the function 
of the neighborhood committees in the working units (danwei), the development of 
communication tools, the increase in mobility etc. We will discuss four of these preventive 
security mechanisms in our article.

 

The Grid Management System (Wanggehua Guanli)

The grid management system is conducted by dividing urban areas into a number of grids 
in digital maps and assigning controllers to each grid.[1] The supervisor, who is a resident 
of that region, reports the problems in the region and the situations he deems 
"suspicious" to the public officials via the provided mobile device.[2] In addition, 
supervisors are expected to regularly submit information about a certain number of 
households to the determined authority.[3] Thus, it is aimed to solve problems quickly 
and prevent crime. Records of previous events in each grid are also archived 
electronically.[4]

This system, which was first applied in the Dongcheng district of Beijing in 2004, has 
become widespread throughout China and is carried out in rural areas as well as cities. 
How much area each grid covers depends on the geographical area. It is stated that the 
grid management system is useful for fast detection and solution in cases such as lost 
manhole covers in cities, damage to public facilities, garbage dumping, as well as 
functional for ensuring public safety.[5]
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In terms of security, one reason why China has created the grid system is that the 
neighborhood committees are no longer functional. Neighborhood committees were 
created as a grassroot organization in 1952. Under the household registration system (
hukou), in work units (danwei) where education and health services, housing and work 
were carried out in a single unit, neighborhood committees played role in monitoring 
people, acting as an intermediary for the provision of control and political education.[6]
However, after Chinas transition to a market economy, urbanization and mobility 
increased, and those who did not want to work in danweis, who wanted to work in the 
places they chose, and illegal immigrants increased.[7] Therefore, the grid management 
system responded to the need to manage and control the consequences of the dissolution 
of production-oriented communities and the increasing mobility of the population in China.

Besides, the fact that these supervisors ("auxiliary public order officials", as author Zhou 
Wang calls them) do not have fixed working hours, are only responsible for reporting 
suspicious things to the authorities, and that they thus receive a small salary of 300 to 
500 yuan (50 to 80 dollars) a month enables the Chinese state to devote less resources to 
police employment as public servants.[8]

The most important function of the grid management system is social control.  For 
example, in 2008, in the Dai-Lahu-Va Autonomous County of Menglian in Yunnan province, 
where the majority of the Dai ethnic group live, rubber farmers had started protests 
against the rubber company they worked for and this had turned into clashes with the 
police. After these events, it had been decided to implement the grid management 
system in this region.[9] Furthermore, as Wu Qiang points out, just after the Jasmine 
Revolution broke out, the President of that period, Hu Jintao, called for finding innovative 
ways of carrying out social management. The implementation of the grid management 
system by portraying it as a social management innovation reveals the security dimension 
of this system.[10]

During the period of Chen Quanguo, who was the general party secretary between 2011 
and 2016 in Tibet, the grid management system started to be implemented in Tibet.[11]
Later, after being appointed as party secretary in the Xinjiang Uyghur Autonomous Region 
(XUAR) in 2016, Chen drew on his experience in Tibet and ensured the establishment of a 
grid management system in this region and increased security measures with other 
applications.[12]

 

The Social Credit System

The Social Credit System (SCS), which was established as a commercial credit rating 
system, was later expanded as a system which also scores the social behavior of the 
citizens. It was announced that the credit system for scoring citizens' social behavior, 
which is being evaluated in pilot projects, is planned to be implemented throughout China.
[13]

In 2014, the State Council of China issued a plan under the name Planning Outline for The 
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Construction of a Social Credit System. This notice calls on local authorities, ministries, 
and commissions to establish a full-scale SCS.[14] Following this call of the State Council, 
local authorities have created pilot projects and several companies, including technology 
companies, have created joint projects with the government. For example, according to a 
study by Martin Maurtvedt on the SCS, the government and the private sector acted 
together in the Honest Shangai Project, and people could see their scoring via a smart 
phone app based on criteria such as whether they paid their bills on time.[15] The Alibaba 
companys Sesame Credit project carried out evaluations by observing peoples shopping 
habits and its website provided advantages to high-credit people.[16] Some applications 
such as these that resemble games have had significant effects on people's private lives. 
For example, people with low scores have been banned from traveling by plane.[17]

Genia Kostka, who surveyed public opinion in China about the Social Credit System, 
expected before starting her research that educated, urban people who have high-income 
would have had a more liberal understanding, and would thus approach to SCS with 
suspicion.[18] However, her research has shown the opposite. It has been observed that 
people with higher income support the system more than people with low income and 
that those living in cities support the system more than those living in rural areas.[19]
The researcher concluded that sections of the population who think that they stand to 
benefit from this system show support for it.[20] It is also noted that ethnic minorities 
approach SCS with suspicion.[21]

According to a report by Human Rights Watch, it is stated that in the Xinjiang Uyghur 
Autonomous Region, people with links to one of "26 sensitive countries" (including 
Kazakhstan, Turkey, Malaysia, Indonesia) are categorized as "suspects". Alongside this, 
individuals who have abnormal beards or religious names are considered "suspects" on 
the grounds that they are prone to separatism and extremism.[22] Detention of risky 
individuals in re-education camps and subjecting them to indoctrination justifies the 
suspicions of minorities concerning the Social Credit System. 

 

Re-education Camps

The re-education camps are the most radical example of preventive security practices. 
Initially, Chinese officials had stated to the world public that these centers were vocational 
training centers.[23] However, after the legalization of these centers, it was revealed that 
they enact anti-extremist ideological education.[24]

In August 2018, in the session of the United Nations Committee on the Elimination of 
Racial Discrimination in China, Gay McDougall asked about the detention and 
disappearance of Uyghur students returning from abroad.[25] In July 2019, 22 countries 
(Australia, Austria, Belgium, Canada, Denmark, Estonia, Finland, France, Germany, 
Iceland, Ireland, Japan, Latvia, Lithuania, Luxembourg, the Netherlands, New Zealand, 
Norway Spain, Sweden, Switzerland, and the UK) wrote a letter to the United Nations High 
Commissioner for Human Rights calling China to end the detentions.[26] This issue has 
thus become the focus of the world agenda, and Human Rights Watch has published a 
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comprehensive report on re-education camps.[27]

The origins of the concept of "re-education" go back to earlier times in Chinese history. 
The first modern prisons were established in the modernization process of China at the 
end of the 19th and the beginning of the 20th century. While modern prisons seen in the 
West started to be implemented in the same way, and in addition to this, in connection 
with the Confucian theory, the importance of moral improvement and education in prisons 
was emphasized. It was stated that the crime was a disease, and prisons would provide 
education and transformation and would thus play the role of a hospital.[28] However, 
Sinologist Klaus Mühlhahn, who has studied the penal system in China, states that due to 
Confucius' distrust of law, re-education in prisons is not related to Confucius's views, but 
his idea of reintegrating people into society through education has been instrumentalized 
in the process of modernization.[29] Mühlhahn also states that rather than moral 
education, political indoctrination is carried out in re-education.

We also see the re-education practice in the 1930s, where the political opponents of the 
Guomindang (Nationalist Party of China) were detained in mass internment camps.[30] In 
these camps, inmates were called people in self-cultivation or convalescents.[31]
Practices such as Confucian moral thinking and examinations through individual 
discussions, and self-cultivation reports were implemented to persuade inmates to correct 
their thinking.[32] At the time of the Guomindang, the Soviet corrective labor practices in 
prisons were also cited as a model.[33] In the 1950s, in the framework of reform through 
labor in prisons, there were prisons which functioned almost as factory camps.[34]

The difference of the current re-education camps is that suspects are arrested as a 
preventive security mechanism simply because they represent a risk. For example, 
around 8000 Tibetan people who attended the religious ceremony the Kalachakra 
religious ceremony in India were detained for re-education when they returned.[35] In the 
Xinjiang Uyghur Autonomous Region, it is claimed that approximately 1 million people are 
detained in re-education camps. The "Xinjiang Victims Database" published on the 
Shahit.biz website, which is founded by Gene Bunin, documents the situation of more than 
10,000 people in camps, prisons, or in police custody based on interviews with their 
families.[36] Kazakhstan-based human rights organization, Atajurt Kazakh Human Rights
[37], has been broadcasting with the testimonies of Uyghur Turks, Kazakh Turks, and 
other ethnic groups in the region and has provided a lot of information about re-education 
camps.[38]

With the US-China rivalry intensifying, news about arrests in re-education camps is 
receiving more coverage in the West. On the other hand, it is noted that the Frontier 
Services Group (FSG), led by Erik Prince, the founder of the notorious private security 
company Blackwater that was known for the crimes it committed in Iraq, has worked to 
train counter-terrorism personnel in the Xinjiang Uyghur Autonomous Region.[39] Also, 
the report of the Australian Strategic Policy Institute, of which Vicky Xiuzhong Xu is the 
lead author, claimed that companies, including well-known western brands, were involved 
in the supply chain of factories which used forced labor of Uyghur Turks as part of re-
education.[40] These raise doubts about the western supporters of these practices, 
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contrary to what appears in the media.

We should note that as the reactions of the international public have increased, the 
number of arrests in re-education camps has decreased recently. However, in place of 
arrests in re-education camps, it is reported house arrest and forced labor practices have 
been introduced[41] and that Chinas focus has shifted more to the transfers of inmates to 
prisons.[42]

 

Home Visits

Another preventive security and surveillance practice is home visits by government 
officials and party members.[43] First, in 2014, under the program of Visit the People, 
Benefit the People, and Bring Together the Hearts of the People, 200,000 party members 
visited homes in Xinjiang Uyghur Autonomous Region,[44] expressing the aim of listening 
to the voice of the people and solving the difficulties of their lives.[45]

In 2016, under the program of Becoming Family, 110,000 officials visited the rural areas 
of the region.[46] In 2017, this campaign was expanded, and more than 1 million officials 
spent a week at a time in the homes of Uyghur and Kazakh families.[47] In 2018, this was 
converted to regularly visits every two months.[48]

However, Daren Byler states in his research that, according to the manuals provided by 
the government, the officials visiting houses are responsible for detecting "suspicious 
situations" and implementing political indoctrination.[49] The author claims that these 
families are visited especially if a family member is detained at a re-education center.[50]

 

*Photograph: The New York Times
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